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EXECUTIVE SUMMARY

In May 2004, the Federal Bureau of Investigation (FBI) arrested
Brandon Mayfield, an Oregon attorney, as a material witness in an
investigation of the terrorist attacks on commuter trains in Madrid, Spain, in
March 2004. Mayfield had been identified by the FBI Laboratory as the source
of a fingerprint found on a bag of detonators in Madrid that was connected to
the attacks. Approximately two weeks after Mayfield was arrested, the Spanish
National Police (SNP) informed the FBI that it had identified an Algerian
national as the source of the fingerprint on the bag. After the FBI Laboratory
examined the fingerprints of the Algerian, it withdrew its identification of
Mayfield and he was released from custody.

As a result of these events, the Office of the Inspector General (OIG)
initiated an investigation into the misidentification, investigation, and detention
of Mayfield. We sought to determine the causes of the misidentification and to
assess the FBI Laboratory’s responses to the error. We also examined whether
the FBI used the USA PATRIOT Act (Patriot Act) in connection with the
investigation of Mayfield, whether the FBI targeted Mayfield because of his
Muslim religion, and whether the FBI’s representations to the United States
District Court in support of the requests for a material witness warrant and
search warrants were accurate. In addition, we examined Mayfield’s conditions
of confinement and whether they were consistent with the material witness
statute.

I Background

On March 11, 2004, terrorists detonated bombs on several commuter
trains in Madrid, Spain, killing approximately 200 people and injuring more
than 1,400 others. The SNP recovered fingerprints on a bag of detonators
connected with the attacks and transmitted them to INTERPOL with a request
that the FBI Laboratory provide assistance in identifying the fingerprints. On
March 19, the FBI Laboratory’s Latent Print Units (LPU) identified a United
States citizen, Brandon Mayfield, as the source of one of the fingerprints on the
bag, referred to as Latent Fingerprint Number 17 (LFP 17). Mayfield’s
fingerprints had been initially retrieved, along with others, as a potential match
to LFP 17 based on a computerized search of millions of fingerprints in FBI
databases. This automated search by the FBI’s Integrated Automated
Fingerprint Identification System (IAFIS) generated a list of 20 candidate prints
from the FBI’s Criminal Master File. An FBI examiner then began side-by-side
comparisons of LFP 17 and the potential matches, one of which was Mayfield’s
fingerprint. Following a detailed comparison of LFP 17 and Mayfield’s known
fingerprint, the examiner concluded that Mayfield was the source of LFP 17.



This conclusion was verified by a second LPU examiner and reviewed by a Unit
Chief in the LPU, who concurred with the identification.

As a result of this identification, the FBI immediately opened an intensive
investigation of Mayfield, including 24-hour surveillance. The FBI determined
that Mayfield was an attorney in Portland, Oregon. The FBI also learned,
among other things, that Mayfield was a Muslim who had married an Egyptian
immigrant, had represented a convicted terrorist in a child custody dispute in
Portland, and had contacts with suspected terrorists. However, the FBI’s
investigation did not turn up any information specifically linking Mayfield to
the Madrid train attacks.

As part of the investigation, the FBI obtained authority to conduct covert
electronic surveillance and physical searches of Mayfield pursuant to the
Foreign Intelligence Surveillance Act of 1978 (FISA).! The FBI’s electronic
surveillance of Mayfield began on and included, among other things,
monitoring . The FBI also conducted FISA-authorized
searches of Ma¥field’s law office on , and of the Mayfield residence on

On April 13, the FBI learned that the SNP Laboratory’s examination of
Mayfield’s fingerprints had yielded a “negativo” (negative) result. The FBI
therefore dispatched an examiner to meet with the SNP in Madrid on April 21
to explain the basis of the FBI’s identification of LFP 17 as belonging to
Mayfield. At the end of that meeting, the SNP Laboratory representatives said
they would reexamine Mayfield’s fingerprints and LFP 17 in light of the FBI’s
presentation.

In early May, the FBI began receiving media inquiries about a possible
American suspect in the Madrid bombings case. The FBI became concerned
that its investigation of Mayfield would become publicly known and that
Mayfield might flee or destroy evidence. As a result, on May 6 the FBI and
Department of Justice (DOJ) attorneys applied to the United States District
Court in Oregon for a warrant to detain Mayfield as a “material witness”

I FISA provides for the use of, among other things, covert electronic surveillance and
physical searches to gather foreign intelligence information. To obtain FISA authorization to
conduct covert surveillance and searches, the government must submit a written application to
a special court, the Foreign Intelligence Surveillance Court (FISA Court), which has the
authority to grant or deny the application. The written application must establish, among
other things, probable cause for the FISA Court to find that the target of the surveillance and
searches is either a foreign power or an agent of a foreign power, and that a significant purpose
of the surveillance and searches is to obtain foreign intelligence information. A foreign power is
defined broadly to include any group engaged in international terrorism.



pursuant to 18 U.S.C. § 3144.2 The FBI and DOJ also applied to the Court for
criminal search warrants for Mayfield’s home and office. The FBI submitted
affidavits to the Court in support of these requests. On the basis of the
representations in these affidavits, the Court issued the material witness
warrant and the criminal search warrants.

The FBI arrested Mayfield on May 6 and executed the search warrants
that same day, seizing evidence from his home and office. When Mayfield was
brought before the Court on May 6, he denied that the fingerprint on the
detonator bag was his and said he had no idea how it got there. The Court
denied Mayfield’s request to be released to home detention and he was
incarcerated at the Multnomah County Detention Center (MCDC) in Portland,
Oregon.

On May 17, the Court appointed an independent expert to review the
FBTI’s fingerprint identification. On May 19, the independent expert concurred
with the FBI’s identification of LFP 17 as being Mayfield’s fingerprint.

However, on the same day, May 19, the SNP informed the FBI that it had
positively identified LFP 17 as the fingerprint of a different person, an Algerian
national named Ouhnane Daoud. At the request of the Portland prosecutors,
the Court released Mayfield to home detention on May 20. After reviewing
Daoud’s prints, the FBI Laboratory withdrew its identification of Mayfield on
May 24, and the government dismissed the material witness proceeding.

The FBI initially provided a variety of explanations for the fingerprint
misidentification, including the poor quality of the digital image of LFP 17, lack
of access to the original fingerprint on the bag of detonators, and the similarity
of LFP 17 to Mayfield’s fingerprint.

After the FBI withdrew its identification, it convened a 2-day session with
an International Panel of fingerprint experts to determine how the examination
of LFP 17 failed and to make recommendations for changes in FBI fingerprint
procedures. The Panel met at the FBI Laboratory in June 2004, and was
provided information about the Mayfield case. Several panelists concluded that
the initial examiner failed to conduct a complete analysis of LFP 17 before
conducting the IAFIS search, which in turn caused him to disregard important
differences in appearance between LFP 17 and Mayfield’s known prints.

Several panelists cited overconfidence in the power of IAFIS and the pressure of

working on a high-profile case as contributing to the error. Some panelists

2 Pursuant to 18 U.S.C. § 3144, a court may order the arrest of a person if it appears
that the testimony ot the person is material to a criminal proceeding, and it is shown that it
may become “impracticable to secure the presence of the person by subpoena.”



stated that the verification was “tainted” by knowledge of the initial examiner’s
conclusion. The panelists made recommendations for changes in the FBI
Laboratory, including expanded documentation requirements and modified
verification procedures.

On July 16, the FBI Laboratory issued a formal report identifying Daoud
as the source of LFP 17.

In October 2004, attorneys for Mayfield filed a civil action against the
FBI, DOJ, and several individuals. The complaint includes claims for violations
of Mayfield’s civil rights, violations of the Privacy Act, and violations of the
United States Constitution in connection with the FBI’s investigation and
arrest of Mayfield.

IL. The Methodology of the OIG Investigation

The OIG’s investigation examined the conduct of the FBI in the Mayfield
case. The specific objectives of the CIG’s investigation were: (1) to determine
the causes of the fingerprint misidentification; (2) to assess the Laboratory’s
responses to the error and, if appropriate, to make additional recommendations
for changes in Laboratory procedures to prevent future errors of this type; (3) to
determine whether the FBI unfairly targeted Mayfield in the fingerprint
identification or in the ensuing investigation because of his religion; (4) to
assess the FBI's conduct in the investigation and arrest of Mayfield; (5) to
assess the FBI’s conduct in making certain representations to the United
States District Court in support of the requests for a material witness warrant
and search warrants; and (6) to assess the conditions under which Mayfield
was confined prior to his release.

The OIG’s investigation was conducted by a team of attorneys and a
program analyst. The OIG interviewed approximately 70 individuals, including
personnel from the DOJ Counterterrorism Section (CTS), the DOJ Office of
Intelligence Policy and Review (OIPR), the FBI Laboratory, and the FBI
Counterterrorism Division (CTD). In Portland, Oregon, the OIG interviewed
personnel from the Portland Division of the FBI, the United States Attorney’s
Office (U.S. Attorney’s Office), the United States Marshals Service (USMS), the
Multnomah County Sheriff’s Office (MCSO), and the Multnomah County
Detention Center (MCDC). The OIG also interviewed four officials of the SNP by
telephone. In addition, the OIG interviewed two members of the International
Panel of fingerprint experts convened by the FBI Laboratory, as well as the
Executive Director of American Society of Crime Laboratory Directors/
Laboratory Accreditation Board (ASCLD/LAB), the organization responsible for
accrediting the FBI Laboratory. Mayfield’s attorneys declined the OIG’s request
to interview Mayfield.






